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Access to EJOT resources for external service providers via Netskope Client

If you have any questions or problems, please contact:

EJOT IT HelpLine
Tel.: +49 (0)2751 529 555
Email: it-helpline@ejot.com

Prerequisites

To use client-based access to EJOT internal resources, you must meet the following requirements (as of

03.06.2025).

Client:

- Administrative rights on the respective end device (for installation). Please contact your IT

department if necessary.

Network:

The following destinations must be accessible from your end device using the specified ports. Please note

the following points:

- Firewalls and Proxies: Allow the connections listed below without SSL decryption.

- Full Tunnel VPNs: Add the connections below as an exception.
- Split Tunnel VPNs: Do not include the connections listed below.

Ziel Port(s)
8.36.116.0/24 TCP/443
8.39.144.0/24 UDP/443
31.186.239.0/24 ICMP Type 8 and 11
163.116.128.0/17 UDP/33434
162.10.0.0/17

DNS-Servers (to resolve public domains) UDP/53
*.npa.goskope.com TCP/443
enrollment.goskope.com TCP/443
enrollment.*.goskope.com

enrollment.*.govskope.ca

enrollment.*.govskope.us

gateway.gslb.goskope.com TCP/443
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Supported operating systems:

EJOT

Betriebssystem Version
Windows Desktop
- Windows 10, Windows 11
- Windows 365
Server
- Windows Server 2016, 2019, 2022, 2025
Apple macOS /iOS macOS

- 13(Ventura), 14(Sonoma), 15(Sequoia)

- 15.1,16,17,18

Linux

- Ubuntu 20.04, 22.04, 24.04 LTS desktop version
- Linux Mint Desktop Versions 19, 20, 21 (Cinnamon Edition)
- Red Hat Enterprise Linux version 9.4 (Plow)

Multi-User Environments

Windows Terminal Server
- 2016, 2019, 2022

VDI
- Citrix Xen Desktop, XenApp 7.13 (Supported OS: Windows
2019, Windows 10 (Single Session), Windows Server (Multi
Session)
- Azure Virtual Desktop (Supported OS: Windows 10 and 11)
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Step 1: Inviting your user
To enable access to our systems via a client installed on your computer, we will send you an invitation to

your e-mail address in the near future. This invitation will link your address to our Microsoft environment.

What happens after the invitation is sent?
If a Microsoft account already exists under the e-mail address, the invitation can be accepted

directly.
If no account exists, you will be prompted to either:

e create a free Microsoft account, or
e log in using a one-time passcode.

The e-mail you receive will look like this. Please click on “Accept invitation”.

dungen in de

dmin-Cloud, Nils hat Sie zum Zugriff auf Anwend ation einge

iterleiten ': Markieren E Archivieren 21;_1 Zuriickstellen ~

Limper-Admin-Cloud, Nils hat Sie zum Zugriff auf Anwendungen in der Organisation eingeladen

osoft Im s im Namen von EJOT SE & nicrosoft.com>

Reagieren Sie nur dann auf diese E-Mail, wenn Sie der unten angegebenen Person und Organisation
vertrauen. In seltenen Fallen erhalten Personen betriigerische Einladungen von baswilligen Akteuren, die als
seridse Unternehmen auftreten. Wenn Sie diese Einladung nicht erwartet haben, gehen Sie vorsichtig vor.

Absender: Limper-Admin-Cloud, Nils {adminn m)
Organisation: EJOT SE & Co. KG
Doméne:

Wenn Sie diese Einladung akzeptieren, werden Sie zu hit
weitergeleitet.

) und kann Werbeinhalte
ft Corporation hat das Senden dieser E-

Diese Einladungs-E-Mail kommt von EJOT S|

enthalten.

Mail erméglicht, aber den Absend e Nachricht nicht dberpriift.

Microsoft respektiert lhre Privatsphare. Weitere Informationen finden Sie in den Microsoft-Datenschutzbestimmungen. 2 Mi f
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052 _Lal
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If you already have a Microsoft account at the above e-mail address, you can skip the next step and log in
directly with your access data.

If you do not yet have an account, you will be sent a one-time passcode (OTP), which you must then
enter.

Sign in
We'll send a code to &' to sign you

n.

Use a certificate or smart card

ur

<= Antworten Antworten an alle ~ ¢ Neiterleiten |: Markieren E Archivieren ZL:_l Zuriickstellen » ]i[ Laschen

Your EJOT SE & Co. KG account verification code

- "EJOT 0. KG (via Mi ft)" <account-security-norep ccountprotection.microsoft.com=>

Es wurde die Sprache Englisch erkannt. Méochten Sie die Nachricht jetzt oder nie Gbersetzen.

To access EJOT SE & Co. KG's apps and resources, please use the code below for account verification. The code will only work for 30

minutes.

Account verification code:

17390382

If you didn't request a code, you can ignore this email.

Microsoft Corporation, One Microsoft Way, Redmond, WA 9¢
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Enter code

We just sent a code to

Enter code

Now you have to confirm the requested authorizations and our privacy policy:

Permissions requested by:
EJOT SE & Co. KG

ejotholding.onmicrosoft.com
By accepting, you allow this organization to:
\/ Receive your profile data
\/ Collect and log your activity

v/ Use your profile data and activity data

You should only accept if you trust EJOT SE & Co. KG. Read EJOT
SE & Co. KG's privacy statement. You can update these
permissions at https://myaccount.microsoft.com/organizations.

Learn more

This resource is not shared by Microsoft.

EJOT SE & Co. KG ¢ MU Industry
Adolf-Bohl-Stralle 7 « 57319 Bad Berleburg, Germany « T +49 2751 529-0 « F +49 2751 529-600  www.ejot.de * info@ejot.com Seijte 5 von 8

Gesellschaftssitz: D-57319 Bad Berleburg, Astenbergstra3e 21, AG Siegen HRA 7051

Komplementérin: EJOT Verwaltungs-SE, AG Siegen HRB 12970

Geschéftsfiihrende Direktoren: Christian F. Kocherscheidt, Sedat Aricioglu, Wolfgang Bach, Ralf Birkelbach, Dr. Frank Dratschmidt, Dr. Thomas Johann, Dr. Rolf Kiinkel, Markus Rathmann,
Dr. Wolfgang Scheiding, Dr. Jens Weber

Vorsitzender des Verwaltungsrats: Christian F. Kocherscheidt



ONE
HUNDRED
YEARS

2022

Step 2: Installing the client

In the next step, after you have accepted the invitation to our tenant, you will receive another e-mail. In
this you will find the installation package for various operating systems.

[External] Netskope New User Onboarding for * s ey s belldwdumteul=" for EJOT IT network access

T/ Loschen Archivieren Melden ~ Antwort Allen antworten Weiterleiten ~ (5) Chat ~ 5 Fiir Teams freigeben @_Zoom & IO~

[External] Netskope New User Onboarding for " il lmars =sioiemissiamn” for EJOT IT network access

Antworten Allen antworten > Weiterleiten
Di.2

Caution: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the content is safe.
Welcome,
AdminNLI-CL@ejot.com at EJOT SE & Co. KG has requested this message be sent to you.

EJOT SE & Co. KG is using a new solution that enables you to securely use various cloud based apps to further increase your productivity.

Please follow the link below and the security system will be automatically applied. Each type of device requires the proper Client. Please install the correct Client type for your device.

If you have any concerns about this communication, please contact your administrator directly either via email or phone.

Please note that this invitation can only be used by you and will not be usable by other users. In case, someone else in the organization needs this service, just let us know and we will get additional invitations sent out to the

relevant folks. Thank You.

Now download the appropriate installation package for your operating system and install it.

EJOT

Bringing it together.

Download Netskope Client

NSClient_<license key>.msi is a client Installer from Netskope Inc.

Download the file, and do not re-name the installer.
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After successful installation, you will be asked to log in. Use the e-mail address you used for step 1.

Private Access emneut authentifizieren

2022

EJOT

Anmelden

Q Anmeldeoptionen

Nutzungsbedingungen  Datenschutz und Cookies

After successful authentication, the following window will open. This closes automatically after a while.

Private Access erneut authentifizieren

Authentication to Netskope Private Access is complete

The window will auto-close or you may close the window now
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Step 3: Using the client

After successful installation, you will find the client in your taskbar under the following icon:

Jo

Click on this icon to see some information. The client should now look like this:
Services
) Internet Security

© Getrennt - Steering Profil auf _None®
eingestelit

) Private Access

Zeit bis zur nachsten Authentifizierung

Private Access
[Private Access trennen|

Private Access erneut authentifizieren

Konfiguration

I Log-Information speichern I

Erweitertes Troubleshooting
Blockierte Verbindungen anzeigen

Info

Under (1) you can see whether you are connected and can use internal EJOT resources. You can also
see how long your session is still valid. You will be asked to authenticate yourself again every 6 hours.
The window from step 2 will open again.

Under (2) you can disconnect the connection to EJOT and reactivate it after deactivation.

If you have problems with your client, you can save logs under (3). You can then send these to EJOT IT
for checking.
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