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Setting up a Multi-Factor Authentication App

If you have any questions or issues, please contact:
EJOT IT HelpLine

Tel.: +49 (0)2751 529 555

Email: it-helpline@ejot.com

Requirements

To set up an app for using Multi-Factor Authentication (TOTP) as an alternative to an SMS code, you will
need the following:
- your mobile phone with an “Authentication App” (e.g. Google Authenticator or Microsoft
Authenticator)
- your EJOT mail address
- your “Temporary Access Pass” (TAP)

If you have not yet received a Temporary Access Pass from us but want to use a Multi-Factor
Authentication app, please contact the IT HelpLine!

Step 1: Logging into the Office Portal

Navigate to https://aka.ms/mysecurityinfo in your web browser (e.g. in an incognito tab).

Log in with your EJOT email address (e.g. ext-test10@ejot.com) and your Temporary Access Pass, which
you received from us. Please note: The token is only valid for a limited time. After this period (usually 8
hours), you will need a new token.

EJOT

¢ I@ejot.com

Enter Temporary Access Pass

|:| Show Temporary Access Pass

Other ways to sign in
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Step 2: Setting up your MFA method

Now select "Add sign-in method" to add an Authenticator App:

EJo.r | My Sign-Ins

@ To maintain access to your account, add a sign in method.
,Q Overview

Security info

5 Security info L
These are the methods you use to sign into your account or reset your password.

B Devices You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable & unavailable: -

:.5 Password

-+ Add sign-in method

Bl Organizations

8 Settings & Privacy

'@' Recent activity
Last updated:

Ch
Change
a month ago g

El Password

Now choose "Microsoft Authenticator”

Add a sign-in method X

Microsoft Authenticator
Approve sign-in requests or use cne-time codes

IE' Hardware token
Sign in with a code from a hardware token

% Alternate phone

Get a call to sign in with a code
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You have the option to choose whether you want to use the Microsoft Authenticator App (2) or another
app (1).

Microsoft Authenticator ®

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

o I want to use a different authenticator app e
o [N

To set up the Microsoft Authenticator App, click "Next" (2) and follow the instructions. If you want to use a
different app, please click "I want to use a different authenticator app" (1). Follow the instructions for that
as well.

After successfully completing the setup, you will have successfully added your app as a method for two-
factor authentication.

Seite 3von 3

EJOT SE & Co. KG * MU Industry
Adolf-Bohl-StraRe 7 « 57319 Bad Berleburg, Germany « T +49 2751 529-0 « F +49 2751 529-600 * www.ejot.de « info@ejot.com

Gesellschaftssitz: D-57319 Bad Berleburg, Astenbergstrale 21, AG Siegen HRA 7051

Komplementérin: EJOT Verwaltungs-SE, AG Siegen HRB 12970

Geschéftsfuhrende Direktoren: Christian F. Kocherscheidt, Sedat Aricioglu, Wolfgang Bach, Ralf Birkelbach, Dr. Frank Dratschmidt, Dr. Thomas Johann, Dr. Rolf Kiinkel, Markus Rathmann,
Dr. Wolfgang Scheiding, Dr. Jens Weber

Vorsitzender des Verwaltungsrats: Christian F. Kocherscheidt



